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Storage accounts, blobs
and access keys

And why your Owner role can't read your own files
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By the end of this session

A storage account with sensible, low-cost settings
A private container with a file in it
A time-limited SAS link, then broken on purpose

Data access through your own sign-in, with no key
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One account, four Kinds of storage

Blobs Files of any kind Images, backups, documents
Files Network file shares Replacing a file server

Queues Small messages Passing work between app parts
Tables Key-value rows Cheap schema-less data
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Redundancy: the setting that doubles your

bill

Home
Create a storage account - X
Region *
(US) East US v

| @ Basics

./ Advanced

{} Netwarking

_! Data protection

{7 Security
{_} Encryption
(.} Tags

(.} Review + create

Deploy to an Azure Extended Zone

Primary service * (D

Azure Blob Storage or Azure Data Lake Storage v

@) This sele eat will not restrict you from using compatible

storage

1 helps us provide guidance as
ces, Learn more @

storage accour

Primary workload (7)

Locally redundant storage (LRS):
Lowest-cost option with basic protection against server rack and drive failures. Recommended for non-
critical scenarios.

Geo-redundant storage (GRS):
Intermediate option with failover capabi

s in a secondary region. Recommended for backup scenarios.

Zone-redundant storage (ZRS):
Intermediate option with protection against datacenter-level failures. Recommended for high availability
scenarios.

Geo-zone-redundant storage (GZRS):
Optimal data protection solution that includes the offerings of both GRS and ZRS. Recommended for

critical data scenarios.

Geo-redundant storage (GRS) ~

Make read access to data available in the event of regional unavailability.
[J Geo priority replication guarantees Blob storage data is geo-replicated within 15 minutes

& RA-GRS is recommended for the "General purpose” workload.

—> Next —>| Review and create

2 Give feedback

Default for General purpose:
RA-GRS

LRS: 3 copies, one datacenter,
lowest cost

Geo-redundant: 6 copies, two
regions, about double
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Security defaults to notice

Home

Create a storage account

© Basics

Advanc

Networking

Data protection

| @ Security

Encrypt
Tags

Res

ion

+ create

Configure security settings that impact your storage account

Require secure transfer for REST APl operations (O

Allow enabling anenymous access on individual containers &

Enable storage account key access (0

Default to Microsoft Entra autherization in the Azure portal &

Minimum TLS version (&

Version 1.2

Permitted scope for copy operations (Preview) (

From any storage account

Microsoft Defender for Storage

Microsoft Defender for Storag

an Azure-native layer of security intelligence that detects potential threats of your
storage accounts. It helps prevent the three major impacts on your data and workload: malicious file uploads, sensitive
data exfiltration and data cormuption.

Enable Defender for Storage

&« > Mext =31 Review and create

Anonymous access: off
Storage account key access: on

Defender for Storage: off (paid
add-on)
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Way 1: open the URL

C stlearnazurevgdev.blob.core windows.net/documents/hello-blob.txt 2 C
el J

PublicAccessNotPermitted

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<Error>
<Code>PublicAccessNotPermitted</Code>
<Message>Public access is not permitted on this storage account. fd-718921000000 Time:2026-11-11T16:56:54.8067948Z</Message>

The URL is public, the data is
not
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Way 2: a SAS link

Home

] document:

Container

Search

| 1 Overview
ﬂ Diagnose and solve pr.
A Access Control (IAM)
v Settings
@ Shared access toke
Access policy
{I' Properties

@ Metadata

hello-blob.txt

Blob

i Download C_) Refresh ]E Delete

Overview  Versions  Snapshots  Edit

Generate SAS

X

A shared access signature (SAS) is a URI that grants restricted access to an Azure Storage blob. Use it when you want to grant access to storage account resources for a specific time range

without sharing your storage account key. Learn more about creating an account SAS

Signing method
@ Account key O User delegation key

Signing key O
Key 1 ~

Stored access policy
MNone v

Permissions * @

Read ~

Start and expiry date/time ©

Start
11/11/2026 ][ 11:42:41 AM
(UTC-05:00) Eastern Time (US & Canada)

Expiry

[11/11/2026 || 7:5741 pm

(UTC-05:00) Eastern Time (US & Canada)

Allowed IP addresses (0

for example, 168.1.5.65 or 168.1.5.65-168.1

Allowed protocols @O
(®) HTTPS only () HTTPS and HTTP

Generate SAS token and Ul

Read only, one file, HTTPS only
Expires in hours

Signed with an account key
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REMEMBER

An account key is a master
password

Full read, write and delete on all data, never expires, not tied to a person.

Rotating keyl instantly broke our SAS link, and would break every app using
it.
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Way 3: sigh in as yourself

Home
7 documents - X
Container
D Search 1 x « Ful
L ® You do not have permissions to list the data using your user account with Microsoft Entra ID. Click to learn more about authenticating with Microsoft Entra ID. This request is
o . not authorized to perform this operation using this permission. Time:2026-11-11T17:04:48 82583632
1 Overview
) - Add Directory T Upload (&) Change access level () Refresh
/2 Diagnose and solve problems
A Access Control (IAM) [ documents
v Settings Authentication method: Microsoft Entra user account (Switch to Access key)
@ Shared access tokens W Add filter
Access policy ‘ L Search blobs by prefix (case-sensitive) [ Only show active blobs v
m Properties Showing all 0 items
© Metadata [ ] Name Last modified Access tier Blob type Size Lease state

Mo items found

Owner still gets "no permission
to list the data”

Owner manages resources

Reading data needs a data role
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Two Kinds of permission

Create, configure, delete ,
Management Owner, Contributor, Reader
resources

Storage Blob Data Reader /
Contributor / Owner

Data Read and write the contents

10/14



The right way

Home

:documents X Storage BI.Ob Data ContrlbUtOr,

Container

[Pserch ] x € 4 sdoiecoy T pload 0 Change accessievel ) Refresh ete T < - s Scopedtocnuaaccount

| T Overview =
1 documents

/2 Diagnose and solve problems
Authentication method: Microsoft Entra user account (Switch to Access key)

Y Add filter

| C—— Took about 90 seconds to

Showing all 1 items

Access policy D MName Last modified Access tier Blob type Size Lease state a p p ly

1l Properties
(] [ hello-blob.txt 11/11/2026, 11:49:47 AM  Hot (Inferred) Block blob 918 Available

Ao Access Control (IAM)

~ Settings

o

& Shared access tokens

@ Metadata

Logged per person, revocable
per person
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REMEMBER

Rule of thumb

Entra roles by default. A short-lived user delegation SAS for outsiders.
Account keys only in an emergency, and turn them off once nothing needs

them.
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Ouick check

When is LRS a better choice than RA-GRS?
You rotate keyl. What happens to SAS links signed with 1t?
Why can't the subscription Owner list blobs with Entra sign-in?

Why Is an account key riskier than a role assignment?

Answers are in the post.
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UP NEXT

Next: reading your bill before it
surprises you

Open Cost analysis, find what the last three posts actually cost, and
build views that make surprises easy to spot.

vikigandhi.com/blog - Learn Azure
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